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Introduction

Block Ips protects your PrestaShop store from unwanted visitors: abusive IP addresses,

unwanted countries, bots spoofing user-agents, and visitors flooding your site with requests.

Everything is managed from a single configuration page inside your PrestaShop back office —

no server access, no .htaccess  editing.

Typical use cases:

A visitor is placing dozens of fake orders — block their IP in one click.

Your shop only ships within Europe — block every other country at once.

A scraping bot is hammering your product pages — stop it with its user-agent string.

A cart abandonment pattern looks like a bot — the Firewall catches them

automatically.

The module keeps a detailed visitor log so you can audit and tune blocks over time, and it ships

with an IP-to-country database (IP2Location) so every IP you see is tagged with a country flag.
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Installation & first run

1. Download the blockips.zip  archive from your purchase area at

stefdevelopment.com.

2. In your PrestaShop back office, open Modules → Module manager, click Upload a

module, and select the ZIP file.

3. Once installed, click Configure on the Block Ips module card.

Module manager entry — click Configure to open the Block Ips dashboard.

After the first configuration page loads, Block Ips is already protecting your store with safe

defaults (firewall disabled, no countries blocked, no IPs blocked). From here you tune the

module to your needs, starting with the Dashboard.

Tip: If your store runs multiple shops, Block Ips configures each shop independently. Pick

the shop you want to configure from the header dropdown before adjusting settings.
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Dashboard

The Dashboard is your daily-activity overview: how many visitors came, how many were

blocked, which countries dominate your traffic, and which IPs are behaving suspiciously.
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The Dashboard — filter by period using the buttons at the top (30 Days, 7 Days, Yesterday, Today).
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Reading the charts

Visits line chart — total visits per day over the selected period. A sharp spike on a

single day usually means a crawler, a promotion, or an attack.

Top countries pie chart — the origin distribution of your visitors. Helps you decide

whether blocking whole countries (see the Countries section) makes sense for your

store.

Top blocked IPs table — the IPs that triggered the most blocks. Click any IP to see

the pages they tried to access.

Date filters

Four quick ranges are available at the top of the Dashboard: 30 Days, 7 Days, Yesterday,

Today. Every chart and table on the Dashboard re-computes when you change the range. For

periods longer than 30 days, the module uses a daily-aggregation table for fast loading (loads

in under 5 seconds even on busy stores).

Top IPs by abandoned carts

One sub-panel of the Dashboard is especially useful for catching cart-abandonment bots —

visitors who repeatedly add products to cart and leave without paying, often to scrape prices or

exhaust your stock reservations.

Top IPs by abandoned carts — click the red shield to block an IP in one step.

The table shows each offending IP with its country flag, the number of abandoned carts it has

produced, and the date of its most recent cart. To block the IP immediately, click the red shield
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button in the Action column. To inspect the IP's history first, click the IP itself — a popup opens

with the list of pages it visited.

When to use this: If a single IP shows 10+ abandoned carts in the last 30 days, it's almost

certainly a bot. Block it. If you see many IPs with 3–5 carts each all from the same country,

consider blocking that country instead.
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IPs tab

The IPs tab is the full log of every visitor the module has seen, sortable and searchable. Where

the Dashboard shows aggregated stats, this tab shows individual rows.

Each row represents one visitor IP. Click the shield icon to toggle block/unblock.
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Columns

Column Meaning

IP The visitor's IPv4 or IPv6 address. Click it to see which pages they visited.

Country Flag + country name, resolved from the embedded IP2Location database.

First visit When this IP was first seen by your store.

Last visit Most recent visit.

Pages viewed Total page hits from this IP.

Redirects after

block

How many times this IP hit your store after being blocked (i.e., how hard it's

still trying).

Status Green check = allowed, red shield = blocked. Click to toggle.

Common actions

Find a specific IP — use the search box above the table.

Sort by redirects after block — the IPs that keep hitting you after being blocked are

the persistent ones; worth tightening the Firewall rules around them.

Whitelist your own IP — if you see your own office IP in the list, click the shield icon

so the Firewall never accidentally blocks you. (See also Manually Block / Whitelist for a

more explicit whitelist.)

Performance note: On stores with millions of logged IPs, this tab uses server-side

pagination — only the currently visible rows are sent to your browser. If the page feels slow

on your setup, see the Options / Cron tab for how to clean old entries automatically.
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Firewall

The Firewall is the automatic side of Block Ips: instead of you manually blocking IPs after they

misbehave, the Firewall watches request rates in real time and blocks IPs that exceed

thresholds you define.

Firewall configuration — set thresholds for requests per time window, then enable.
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How it works

For every visitor IP, the Firewall tracks how many requests it has made in the last N minutes. If

that count exceeds your threshold, the IP is blocked automatically — no action required from

you.

Settings

Enable firewall — master switch. Leave it off while tuning, turn on once your

thresholds feel right.

Max requests per time window — the threshold. Start generous (e.g., 200 requests /

1 minute) and lower it if you still see abuse.

Time window (minutes) — the rolling window for counting requests. Shorter windows

catch bursts faster; longer windows smooth out normal traffic spikes.

Auto-unblock after — how long a Firewall-triggered block lasts. 60 minutes is a

sensible default — long enough to discourage a bot, short enough that a false-positive

doesn't lock out a real customer overnight.

Whitelist search engines — when enabled, IPs that match Google, Bing, Yahoo, and

DuckDuckGo crawler ranges are never blocked by the Firewall. Leave this on unless

you have a reason to disable crawlers.

Firewall activity

Firewall activity — each row is one automatic block. Click the IP to see what it was doing.

Every automatic block is logged here with the IP, country, number of requests that triggered the

block, and the timestamp. Scan this panel after enabling the Firewall to tune your thresholds: if
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you see legitimate-looking patterns (a single customer browsing many pages quickly), your

threshold is too tight.

Tuning recommendations

Store profile Start with

Low-traffic boutique (< 500 visitors/day) 100 requests / 5 min

Mid-traffic shop (500–5,000 visitors/day) 200 requests / 1 min

High-traffic store on CDN 500 requests / 1 min

Actively under attack right now 60 requests / 1 min, turn on after 24h observation first

Important: Always run the Firewall for 24 hours with the Enable switch OFF and observe

the activity panel first. It will log what would have been blocked so you can verify no

legitimate traffic gets caught before you turn it on.
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Countries

If your store only ships to a specific region, or if a flood of abuse comes from one country, you

can block that entire country in two clicks.

Countries list — tick a checkbox to block; untick to unblock. Saves automatically.

How to block a country

1. Find the country in the list (the search box filters as you type).

2. Tick its checkbox.

3. The change is saved immediately — no separate Save button to press.

Visitors from any blocked country see a simple "Access denied" page instead of your store.

Bots usually give up; real customers rarely notice because they're not in a blocked region

anyway.

Important considerations

Your own country first. Never block your own country. Double-check before ticking.
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VPN customers. Some of your real customers may use VPNs that exit in blocked

countries. If you sell internationally, prefer the Firewall over country blocks.

Crawlers. Blocking a country also blocks crawlers hosted there. Google's crawlers are

mostly in the US; Bing's are global. The Whitelist search engines option on the

Firewall tab covers this for Firewall blocks, but does NOT bypass a country block. If

SEO matters, consider the Firewall approach instead.

Reversible at any time. Unticking the checkbox unblocks the country immediately.

Typical use: EU-only shop blocks non-EU countries. A sudden wave of card fraud from

one country gets that country blocked for 48 hours. A shop that only ships domestically

blocks every foreign country.
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Manually Block / Whitelist

This tab is for cases where you already know the IP you want to deal with — no waiting for the

Firewall to catch it, no hunting through the IPs log.
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Paste a single IP, a range (CIDR), or dozens of IPs at once — one per line.

Three input modes

1. Single IP — type or paste one IP address (IPv4 or IPv6). Click Add to block.

2. IP range (CIDR) — type a range like 192.168.1.0/24  to block 256 addresses at once.

Useful for blocking a whole subnet belonging to a hosting provider.

3. Bulk paste — paste any number of IPs, one per line. The module validates each one and tells

you which are invalid or already blocked before saving.

Whitelist

A whitelisted IP is never blocked, neither manually nor by the Firewall or country rules. Use this

for:

Your own office/home IP (so you can never lock yourself out).

Your monitoring service's IP (UptimeRobot, Pingdom, etc.).

Trusted partner APIs that poll your store frequently.

The whitelist input is on the same tab, below the block form. Same three modes (single / range /

bulk).

Priority rule: Whitelist always wins. If an IP is both whitelisted and in a blocked country, it

is allowed through. If it's whitelisted and exceeds the Firewall threshold, it is allowed

through. Use the whitelist sparingly and audit it — a stale whitelist entry is a security hole.

Block Ips — User Manual 17 / 25



Ban user-agent

Some bots are easier to identify by the browser string they send than by the IP they come from.

This tab lets you block visitors whose user-agent header contains a specific string.

Paste the user-agent substring (case-insensitive) — any request whose User-Agent header contains it

is blocked.

How matching works

You enter a substring, not a full user-agent. Matching is case-insensitive.

Examples:

AhrefsBot  — blocks every request with "AhrefsBot" anywhere in its user-agent.

Matches Mozilla/5.0 (compatible; AhrefsBot/7.0; ...) .

semrush  — blocks Semrush crawlers (note: case-insensitive, catches SemrushBot ,
Semrush , semrush ).

python-requests  — blocks scripts using the default Python requests library user-

agent.
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Common uses

SEO crawlers you don't want indexing your site (AhrefsBot, SemrushBot, MJ12bot).

Scraping scripts with identifiable UAs (python-requests, curl, wget).

Mobile app scrapers pretending to be iPhones — harder; check their UA first via the

IPs tab.

Caution: Do NOT block Googlebot , bingbot , DuckDuckBot , or other legitimate search-
engine crawlers — your store will disappear from their results. When in doubt, look up the

user-agent on a reference site like user-agents.net first.
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Options / Cron

This tab gathers the module's maintenance and behavior settings: how long to keep logs, what

to show a blocked visitor, and how to schedule automatic cleanup.
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Options tab — tune retention, redirect behavior, and cron.
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Key options

Block page message — what a blocked visitor sees. The default is a plain "Access

denied" page; you can customize the HTML.

Redirect after block — where a blocked visitor is sent. Leave blank to stay on the

deny page; set a URL to redirect them elsewhere (e.g., a static "sorry" page).

Retain logs for (days) — how long visitor logs stay in the database. 90 days is a good

default. Longer means richer historical stats; shorter means lighter database.

Aggregate stats — on stores with heavy traffic, enable the daily-aggregation table

(v4.3.0+) for sub-5-second Dashboard loads.

Cron cleanup

Old visitor logs accumulate fast. Block Ips includes a cron cleanup script that removes entries

older than your retention setting, one day at a time, with a progress bar so you can watch it run.

The cron URL is shown in the Options tab. Copy it and add it to your hosting panel's cron

scheduler:

cPanel — Advanced → Cron Jobs → Add new cron job. Schedule: daily ( 0 3 * * *  at

3 AM).

Plesk — Tools & Settings → Scheduled Tasks → Add Task. Use "Fetch URL" mode with

the cron URL.

Command line — if you have shell access:

0 3 * * * /usr/bin/curl -s "https://yourshop.com/modules/blockips/cron-

Once a day at 3 AM, the cron will clean one day's worth of old log entries. After a few days it's

caught up, then stays caught up forever.

If you can't set a cron: use the Clean now button on the Options tab manually every few

weeks. It does the same cleanup, on-demand. The cron is just a convenience.
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About / Documentation

The About tab is the module's entry point to this very PDF (and its translations) as well as to the

company behind Block Ips.

The About tab links each flag to its language-specific user manual.

Click any flag to open the PDF in your language. Bookmarks are welcome — the PDFs are

versioned per module release (v4.3.0 at the time of writing).
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FAQ

Q: I just enabled the Firewall and now I can't log into my own back office. Open your

hosting file manager and edit modules/blockips/config.xml  to disable the module, or

comment out the firewall call in blockips.php . Then in the back office, manually whitelist your
IP under Manually Block / Whitelist → Whitelist. Re-enable the firewall. Always whitelist your

own IP before enabling the Firewall.

Q: Will Block Ips block Google or other search engines? Not if Whitelist search engines is

enabled on the Firewall tab (it is by default). The module keeps an updated list of Googlebot,

Bingbot, YahooSlurp and DuckDuckBot IP ranges and skips them. Country blocks and user-

agent blocks do NOT apply this whitelist, so do not block "US" or Googlebot  manually.

Q: Why is the Firewall activity panel empty? Either (a) no IP has exceeded your threshold yet

(most common on low-traffic sites), or (b) you haven't enabled the master switch. Check both.

The module tracks requests only while enabled.

Q: My shop uses Cloudflare — does Block Ips still see the real visitor IP? Yes, as long as

Cloudflare is configured to pass the original IP in the CF-Connecting-IP  header (default).

Block Ips reads that header automatically. If you use a different CDN, check that it sets X-
Forwarded-For  correctly.

Q: How often should I clean the database? Once a day via the cron — see Options / Cron. If

you can't set a cron, run the manual Clean button every few weeks on low-traffic sites, every

week on busy sites.

Q: Can I keep my own office IP whitelisted forever? Yes. Add it under Manually Block /

Whitelist → Whitelist. Whitelist entries never expire and take priority over every other rule.

Q: I see strange abandoned-cart bursts from one IP. Is this an attack? Probably a scraper

or inventory-monitoring bot. Block the IP from the Top IPs by abandoned carts table on the

Dashboard. If the pattern shifts to a new IP in the same country, consider blocking the whole

country.
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Support

Questions, feature requests, or bugs: mustapha.elat@gmail.com · stefdevelopment.com

Thank you for using Block Ips. This manual was written for version 4.3.0.
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